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l. All COs/SAOs/AOs

2. Oftlces inchargc.

All scctions. I\4ain Ofllcc

3. Offrccrs inchargc

All sub-olflccs

Subject:Strict Compliarce ol-recommcndations issLrcd bv CIRA (Crbcr Iulbnlalion Rcsearch Ageno')-

Reg.

Follouing gtridclincs/ rccournrcndations har c bccn issucd bi- CIRA (C1'bcr Inloruration Rescarch
Agencr,) [o erlsrlre cvbcr sccuritr'. prevcnt data lcakagc and rualuare attacks:

l. OlficialappsshoLrldbcdounloadcdfionrGooglcplar orthcAppstorc Thirdpaft\'appsshouldnotbe
doivnloaded.

2. Opcning email Iinks should bc avoidcd- cvcn i1-thc scudcr is lhnriliar. Phishing is thc most commol]
dcliven'nrethod lor ransomu'are inlcctions. dclivcring nralu'arc to phoncs aud nctu'ork

3 Emplorees should be cautior"rs u'hile conncctcd to Wi-Fi nctriorks Crbcrcriminals can access and
ruronitor ouc's actir-itr. if conncctcd to spool'nctlorlis.

.1. lnvcst in mobilc thrcal dclouse as this softuarc uill alcrt onc [o strslliciorrs actiritr and lakc Wi-ll
nctu'orks.lt also includes lirllr-nranagcd rcstoration rl- data c\posLrrc lcrc to lcad to an idcntitr thclt
incident.

-5. Emplovecs should bc adriscd to avoid miring pcrsonal uith uork cmail&/or riork docunleuts. or
allorving somoonc thcv shor.rldn't. to use thcir official dclicc or sharing ofllciat informatiou nith thcm
l"hrough therr mobile.

(r The r:sers shor.rld ercrcisc caution lhilc handlilg aucl usrrrg cliurtal asscts.

7. Uscrs should bc carclirl lhile acccssittg intcnrct. Thcr should not clrck unuantcdlunknoru links.

8. Thc users shor"rld be carchrl uhilc opcning cnrail attachmcnt or links trnlcss ther are originatcd lrom
trLrsted sourcc aud confimrcd br the scndcr about thc sanrc usirrg calling or anv other kind of
communication mechauislr

9. Users should not reteal pcrsonal/ol'ficial inlbrmatiorr uhilc comnrunicating uith unknoun pcrsons at
sociil nrcdia lbru[rs.



I

10. Users shoulcl avoicl dala transmissiou betu'eetr otlicial and pcrsonal dcviccs viz: USB or an1' othcr

data transmitting media.

11. Users shoulcl rcpo( an)'suspicious cvbcr actir-it1,to thc o[l]cc as carlv as possible. IJscrs should not

delete or tampcr anv cvidencc in casc ol cvbcr sccttritv irlcidcnt.

12. Users shoLrlcl lollorv thc c1,bcr securitv policics and guidclincs o1-thc organization and Government of
India.

13. Users should practice clata-backup rvith caution to har,e otrl,r'trustcd and sanitized content.

14. Usc a different passu,orcl lor evcrv account olr.ncd ancl don't sat'e them in brolvscr. Use a passrvord

lltanager to help rccorcl ancl uianage ul.ucllrc passu'orcls lor evcry app and tcst pass\\'ord strength bclore

using it.

15. lnstatl antivirus softrlare on mobilc clcr rccs As a best practicc 1br anv ntobrle clq'rce phonci. tablcts

or other-consrcler adding antivims sollu,arc lor thc additional sccuritr it providcs agairtst malu.are or othcr

vimscs.

16. Do not "Root" t[e Androicl or "Jailbrcak" thc iPhone. This is a process that givcs complete access of
one's der,ice - but in clourg so" rcnlovcs nranr. olthe salcgLrards that thc tnanulactutcrs have put in place.

17. Ahva.vs updatc phone's Operating Sr,stcm (OS) rvhen promptcd. Thcse updates arc rllcant to protect

thc dcr icc and irtlonttation

18. Enable trvo,factor atrthentication (2FA) tbr kc1 accolrnts. likc ntobile banking apps and peer-to-pcer

pavment apps. This added la-ver of securitl ma1' hclp prcyent a thicf lrom being able to u ipc ottt financial

accounts.

19. Revoke app pennissions to use the calllera" miclophonc. ctc.

20. Be cautious to rvhom one is communicating in social mcdia platlbrms.

The contents ol'thc circular ntar bc brought into thc ttoticc ol all olflcers/ol'ficials and ensure

strict adherence thereol.
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(K. Haripreeti)

IDAS, DCDA

Copr to\

rhc orntr ,"rM,-in-charge ,IT&S Section (Local): for & ncccssan action u.r.t. above as

c1,bcr sccuri I thc organization.

(K. Haripreeti)
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