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2. {n tx'i* rs&6sd, it i* reiterated t*: *triet}y &tlow ths gtrir}$line$ gry$t belaw:

fu SX,kers*$,l;siff Qllidelhe$ fq,r e&plll. ryeeftsm.kg, q,{,I,p{**;

Dechton aud priuter sccudw at office :

&. $etup un,ique paxs eodex for sh*red pri,n{ers.

h" Always lockilog off from the dc*ktqp w.hsr not in use or,bofure leaving the
oflice.

c. Enable desktop firewall for controlling information access.

* d, Hnsure that the antivirus elimt instatled CIn yCIff systsns i* updxed with thc
l+iest virus definiti*ns" *i&ni*uros and patehes. !

e. linsure that Sperating system and BIOS firmware are upMd and set BIS$
password for booting.

f, ff.P$, Bluet$r:th , NFC and othw $sns$r$ on the deskmp shoul<j only be

eir*bkd wh*n raquir*& t

&. U** ef alt p'irxed Qryreti*g $y$te{R$ *nd 4pplications should be deletsd.

Password Mansgement ;

&. U*e rnuhi*fasltor pe$$wCIrd a&thcntication.

b" Ux* *einrplcx passwcrds arrd dlange par*unorels at least onee in 30 day*"

c" Bon't *ave pa*$ord* in, th* hr,*ws&r and d**r't use ths *ame password in
m ultiptre w*bsi m$/nppr"

kkXl,t,q*.kmraiqg$s ritvi
&" A*y third party anonymization sefiriss* and &rlbsrs alie prohibitod in olfice'

internet browser.

b. Don't use Incognifo nTode while a*cessing govt" ,ppli*ation*n email serviees
or payxrent related ssrvic*s.
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s, BomIt drrnnlxrad my unauthorixd orpirated osntenf,so,,frw,srs fiom lnt*r,rlet.

d. Don't store any username, passwords and payment related information on the

intryne* brann**r' :

$, Alway* type the site's domair n&mdURL maftualtry on tlrc brc,ffisr's addrtss

b*r while aceessing sites where user login is raquired, rather than elicking on

*nY link,
Email Seeuritv ;

a,' H$xure,that Kavach multi fuctor *uthenti*xtion i* oonfigpred sn the NIC

,emeil esGat{r*.

, b. Rcgul*rly revisw the past login activities on NIC'r cm**l *crviee by elirking

nn ths "login history" tab. If any discrepancy is ob*erved in the logiir hisUnryr,

the same should be immediately repor-ted to NIC-CERT.

&, Bon'r elick any link or attachment coat*imed im nra*ls sent by $nkntlvsfi

scffter.

6." Dotr't plug-ir thc removable media on any un*ughorized devises.

b. $r*n the removable medin with Antivirus software before accessing it and

pertbrm a sssure wipe to cte'lete the contents of the rsmavable msdia.

Se+q$i*y 4$Xksrr jlqd lxcid*$t KpmpX*im# I

{1. Adhsro tr Se*r:rity advissries publishecl by NIC-CERT (h:"tpg;/SjSgerL;ll"S.il'*

, *nd fX.R{-k{.@pu&p{ki d
b. ll*port any e.yber $sfiiriry inqidentn irreludiry suepiciour rnails and phishing

mxilx to NIC-CERT (irrs::ls$X&{&*s$.ue"1q) and CERT-ln

(xslitse!@i;el1.*rg-$l)

& $yhex.fr*stlr**y, \kms$roF;Park Web,*p&ep ;
&, Atisid visiring/browsing Sa* and Decp weh.

b, Infrm authtrrltics in easc of arry esmprsniise or ho,neY trap through the

use&s of Darkweb

& Y,$l&graW*1,v* in Ksvach Authentica*rq,l
&. K*vash Authenticator to be l*gged in fur uss. *n dxily b,*sir *nd be logged

out after OTP generation.

b" @ in' cslm* in'Kav h Au*h,enti*atqr and Nte e-mail

0n nffiy deviees"

D. Browscr in browser Phis.hms A-ttaelrs for Nlc.erqail accogTts :

a. Emphasis on checking the LJRI- of the site and that the site's URL shows

'https' with eo*ompenying p*dloek lndieating tkt the sim is secured.

b. lt is requested to avoid clicking on ally suspicious links in emails.

E. Cvbrr Securiw Best.nrscfices ; $ocial Media sdvisorie$ :

a. Privacy settings are to be earefully set and reviewed regrrlarly.
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b, On*e informatiion is ported on s$ci*l media, it is diffisult to dslets/rpmcvt'

hcnss be very e*utious while po$ting phebq cnmments'

e" I$ es.sts of any suspi*iatr regprdifig &s xitrys ysu have vi*iled or p*rson with

&&snr!i hfrw *er:ed i*&rm*t{*n,-'iOti*t*t* yT ur ser*iors end talts renredial

d.s**i,alxr*diai*nottobeusetlforexeh*ngerrfserYi.serelatedin.ftrmatlml
ineluding lsavs, tenrporary duty. move *to. Always bs seutiou* amd aonsider

that ynu are bting nronitored by advisoria*"

&.Plea*ebeary*areofvariousprovisionscrflnform.ationTgchnol*gyAet
xsfo&0osgndofficialsecretsAc{lgSSsei.tsgiv,irrgin.fbrrrrarionand
ffiPrec$itlg viclss on social media'

f, }*p't re*pffid to unsolicited emails anel jr*Uk smei}t$pa'fr*'Fc'n1 unsu'bs{r*h*

fr*m their enrailing list that just tet the spamrti*r LnOw ihflt &ey hsl#e {btmd

the valid email address. 
'T'lre saf'est path is to t&nore and delets it'

*. Ports slf u**rt TV should be connected to the intenscd $Ouroe only' under no

*irqrm*tene*s, a $m&rt TV is to be used fbr dlsplayrng d*ta ftom twu

different sources.

b. ffiis*bte Bluetooth md lVi-fi eonnestinns unlesn Awmed nsess€ary'

nownlaad only trust*d applications' No *ensitive infuftnstiorrl*erviee rslated

t{1'T1{*{11 Tt* hx st"ttrc,,* tn frnl{krt '-trV lh*ard^
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{, IJ$ffi*$f ql K4-YACH..?,0 ApplicatioU,on Personal pndrsifuEg*il$ Phfi&F$,;

&. lt is advi*eci to downtoad m Kavaeh 2.0 applieation an per*oaal nndr$id

rn*bile phoncs. lts seeurity f:sail.lres are threat analyzer, deteetion nf hidden

and b'*nned applications, sec*rity advigof , app statistic$ etc.

$ Mabile base-d nalware mrethods and counterme*sures I

n. TJ*ers stxruld *lways !r*ep updated OS and all the updated apps in the mobile.

b. l.rsers shoulel use strong login passwords and biornetric authefltication.
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from verifieel vendorsl$sure*$.

It ic edvis*d to u*e the genuine charger and ssttl&est s'ebl&s offily f.,or a tru$sd

Peflqpenp tbr eharg,ing *r data tranxlbr. Avoid charging your mobile phones

at public charging stations.

Be careful about hyperlinks and ads. lnspect links rhoroughly before clicking.

Avcid j*itbreCItrein$ rr rootin:g your phoine to gain acce$s to $sme ss$e$s to

*ome applieatians *r ssviees.

It is *dvis*el to d*{*t* atJ the dats *sm the mobile device bcfnrt discarding

the device so es to +insure data is not misused.

U*ers,wha sU*peot their rmartphms* ta be infeeted are advised to vitit the

'"Cyber Swachhta Kendra" website httpsllywql"c-sB.g0v"in/seeutil}:
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taqj$.h1$}}l*nrldovunload&eebotrernovalto0ls,UserscanscanendreinCIVe
bots from their devices u$ing these tools'

L It is advised to disable the ad identifier "lDFA(identifiet for Advertisers)" on

ios or ."AAID(Aldroid Advertising [D)" p* m-rdr*id" It will make it

*ubatentially harder tbr ad.vertisere and da&c brokers tCI ft*sk Ss-file 0f the

trser *nd it wi:ll lirnit the amount *f pcrronal irfirrmatirm that reashe* {h*

*relvq$i$e'rs'

m. lnst*l; s*euriry software tiorn verified vend*rs/s$ursns. Additlon*lly it i*
a6vi6sd tq ln$t&ll mKavach 2.0 appliextinm in perrr*xlm*bi'l*phcne'

3,, It is, &lxo.rc&ulssed to flnllow the guidelines rnentiermed tn th* wen nuHlbeied circular

i*u*nt*u.* attacks"

&. 'X,!.urt;1z*:r lt \s xlst tli,t*,***tl that &part ft*rt L*l<inlg X.*i,tahle, t]1(*i:t#Ltt'(*'* l{} Pf*N*rLL *L}f'h
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