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Offica of {ontroller of Defance Account (Army)
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Belvedera Complex, Ayrrdh Pqth, fidsarut Cdntt"t5000l
Enoil ; cdaedp.dad@huh.nic.i1r

ffitulw

No.lT&5fiX2l6en turres. ThroUgh il&bgite DaHd;3CI/0S/10?3

To, f
fhe O$icer ln-Charge
L. Allpections of Main Office
2. Ail bub-offices

-L
Subiect: Phishing rnalware attachment.

llQrs office letter no. Mech/f&$F10/Cybersseurity dated 12.05.2823 and even no. daied
17.05"29e3 cn the ahove rrleflfipned subject iq hereby circulated for nece$ary action and strict
compliance please.

€ncls: As above.
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copv to:

fi*Ur, For uptoading the circular on website.
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Nc. MechlIT & Sl8 I */CYber*eeuritY Ilar*: ?"21*5lt*?3

All FCsDA/ C$iLs/IX$&s/ IF,&s

S*bje*tr Phi*h*Ng M*lwar* **t**fument.

It }ras been ****erve*i thar maitrs with fbtr}*wi*g *{taehx:*rl{ me beirg

rcceived in NtC mail (e*py eaclored)"

**N*Y CrffiK $?q'ffi{[S tI?{K

?hes* m*ils *re sp**fed a::ld s*&t tc> st*a* y*ur e*rnall I$ & p*s*wcrd. Flesse

s{xy *way tr*xi su*}: typ* *f mxils and e{* n*t *peul th* }i*k givcn *r sk*r* it with

erlysme else.. }x c*r* if **y ixdivi***l h*s opcnad the sb*ve m*rlti****l link, th*n

it is *dtris*d t* {bl}*w f*}lcwixg in**u*ti*ns:-

Passw,*,r*{ rxxst b* rcsq*t imryr*diat*lylei:**6*<9 *n r*gr:}ar b*xis t* $:rev$nt

happening *f sul;!: x**trrily in*id*nts.
Sys{exx:s rxxst be for$nstt*d tq} *1*k* il" sa{b kr filtare ux*'

A*y ****rre**e regar*i*g tl:* br*sch ef s**urity may i:* ixfqrrxx*ei *n

urgw*t basls.

Passw*r* Spr KAVACH rppli*ce*l*x] mu*t b* rcc*# ekx*g** imr?:edi**ty

cn reg*iar b*si* tm pr*vext *xrpp*ltixg *f sax*}t s*mriry in*iclents.
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F}o*r*y Yrxp *x*e and Prcca*tien*

Fnrns I $hr* t-t*xt*{rt Jei$, *** *distrx {*r*}*, Shxbxtts*$tw*1" W**1, Mxy *&, X*33 *4:t$ SW

<****!ru$x*ats&***-i*e #3 m*pc*m*nt

Subjwt * tr****y Trxp *xs* *r'rd Fr**mxti*ns

Y* : *iee*mn*te*r:*r":xry#$*v.**:, flf9{& *r{xx* {ir*}*
<cpx$****&i**txp*xt.6*v, ir:> u *re$,&t
<orsac.cdsnic"il'l p, flmdm M*r*mv"lt Wmdhi*ri

<dararfs&*xtry. g*v" il'r 3, S&X&&&t P&ffi*'{: <*{v{l-
*d, k*raput$h*t-ixdl*.c*.!* >n }*hxn fwmd*
<mffis*Y{!'*sll*s#*avf. grv'ix >. eNffiY p&${*ffiY
qsxkitpx ***y.*xd#?tr*&" n*e. f * >, #y* r:**'l*re Fm*d*y
<x*Spl'rqsa n'r bx{pr*r. xccs *c**t'*Six. n i*' i x >, ffi*mhx**k
kx*ravl <ehtlX*$S&ni*.*npu &mi* K*mar }Si*hr* ffi*S
La*ds XX <d*g**x*x*.-dgdwffi *{e,in >

k*Wny Y* E $hri *"*ema*t l*ir:, *ffi* Sdls*:m *r*l*n Shtxbxrtex*:wxr
< d**h*:uh*s**ts$r:ie. *tt >

R*sp**t*d Sirl &,{*dsffi:,

X. **r Prxds*S Krtr**$*rxr *f *RS* wfls srr*sted f*r whxr**:g ***"lw*t*v* *mf*rn:*ti*:n txith
Pak*s*mn *:t*l**g*rw* sgs*sy.

X" M** ha* p*bli*h** & c*ss xtudy e*ftteini*# *x*hil* vr*w xs*d by Sm*elxtwni'1r'tt**lig*n**
*p*retiv** t* lur* *nd h*ney trxp ln*ixn *{fi*$*X*"

3. F**as* viww {}:* **s* st{"*{$y xm$ r*p*rt sny 4Jft{"*s{J*} x*tivi*y-

Hereyftsp Gaee arr-d, n{eseutislts 4
* *nxtr**t *llt* f*i**w imstru*ti**'t*.

$ry*q,

{&{Tq{?qKI ,$f&M-

qf**r rsx, ffi*W,ffi,
q-{fuqgq, qs&w.{,

'Wtp ?st*ts"

Do*J* c,Q,r'ch t"$ru

lrttgs$l*rvsxii-*q:q.i*lhlxrinktr*xx*xs?id,*fr.:-4*'tS3&trs$,xlmrKl:lkatx&vi***t
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CIRCULAR
o. MechilT & S/Et0lCyberseeurity

All F*sD& /SD&sJFCA{Fys}fFr.lFAsrlFAS

Dated '.171851?z*23

r .E ,$:bjeet: Advis*ry-& nevr wave of eyb** attaeks ss lfidisl: tT tnfrastru+ture'Cleiata fused

ffieatactors.

It has been abseryed recently, il:*t eyber threat actorc are tars*ti$g prcffiineilt

lndian *rganisations like AllMs, ICMR, UlilAl etc" Th* TTFs iTaetics, technlque &

procedure$) & l*Cs are agsosiated with Chinese threat actors. Furtl":er, investigailon

reveat€d that a n+w wave of eyber-attack $arnpaign beglnning around February, 2023 in

which again sy$tems oi AltMs, ICMR & UIDAI were targeted with simi?ar.type al ffiaiwsre

{Plu$#Korplug) associated with Chinese threat a+tars.

7. Urriqr.re to this cannpaign is ihe usage of starage devices ipen ciriv+) to c*mpromise

the systems and propagate the malware to stlrer c*nrputers in the organisation, Based on

the *yhet !fieid*nt rep**, ii is abserur*d thai cruni cf compr*mis*d e*mpr:ters in thls cas* is

far r*ore then obserued e*rlier as couni of compromised c*siput€r$ ie based cri lP
addr*sses & tP *ddresses are of router$ which are c*nnsct€d with i"nultiple ssrilputers,

3. Lrl*dus Operandi of the cyber-attack indieaies inv*lvernent sf Chinese threat aet*re

who c*riy out cyb*r-at!.ar;ks t*r data exfilirati*n & e*piot*age. This malwat* ictfeuli*tl ir* lik*ty

io in*r*ase i* government organisations as there is n* antivirus eapabl* ef detecting these

rnaliei*ue fil*s. The tisi af lOCs {lndicators of Cornpromise} associated with thls malw*re

c*mpaign is enclesed as Annexure.
Aecordingly, It is requeated ihat adequate prot*etians nray be put in

sy$teni* *t organisational level, in erder tt rnitig*te the eyber tt"*reats as

Neeraj Sutendran)
r. ACGDA {iT & $)
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Annexure
Indicetors of Cornpronti**{$S*s}

1. Pen Drive
l-ocation

fle$arksHoot ot pen driv*
e.g. E:/G:/ etc.

I

s

nepositc-
Kl i{GSTOi{.scr or<volurne name
of the pen drive.scl->
SmadEngine^dil
Kaspersky
KasperskylUsh drive/Z.C
Kaspersky Usb Drive 2.Olcrash
handler.dll
KasperskylUsb drivelt. *ShellselDb.dat !
Kaspersky/Usb drive/2.0 Sr"nad
ProtectS2.ex+
KasperskyJUsb
drive/2.0/SmadEngine, dlt
Kaspersky/Usb
drivel2.0lsteam n:oniior

The malicious ----
fil+<volsfine nerne of
pen drive> will h*v*
diff*rent
nomenclaiure as per
the volurne name of
the infecied pan
drive

2. infecied CarnButers:

3. Mslicious fp Addresses

C: //UeerstFuhtlilpublic
Documents/Aquarius

erashhandl*r.dlJ
gup.exe
libcuri.dlt
$h*llsef.Db.dat
SmadavPratect3E.exe
SmadEngine.dfi
$leam_m*nitcr.exeti) rsME6frildit

ldmvs.dll
,- J HZRS PVL F 8,4 Erc I,J M Y,

A rnatieisus foldA
by ihe nenrc CIf
Aquarir:s gei*=
created eornprisina
7 malicious fites

C:#Us*rslFu*ffi1;aGGS
Fun*ti*n
C YlUser*tp u *l;clu*ra r;esi
Functio* 1

observ+d th*t
similar gibberi=h file
narfieg aer$$s
infected *omputers

It has been

QZPDYHLSJA

C :/lUs*r#puEl:#Fu blic
Librariee/rec T

Di*PRnjXDRI-vffiK

S.hj* lP aeieiress
103164.2031{141. R*nnarks
45.64.184.24S


